BO Y TE CONG HOA XA HOI CHU NGHIA VIET NAM

BENH VIEN HI'U NGHY VIET BUC Poc 1ap - Tw do — Hanh phiic
$6: 2946/ VD-CNTT He: Noi, ngyf2pthang 05 nam 2026

V/v Mua sam thiét bi tudng itra bao vé két noi an
toan dir liéu gitra co so Trang Thi va co s¢
Ngoc Hoi

Kinh giri: Céc cong ty/ don vi /nha cung cap

Hién nay, Bénh vién Hitu nghi Viét Dirc ¢6 nhu cdu tiép nhan bao gia dé tham
khao, xdy dung gia gbi thau, 1am co s& to chire Iua chon nha thau cung cap hang hoa véi
ndi dung cu thé nhu sau:

I. Thong tin cia don vi yéu cau bao gia

1. Bon vi yéu cau bio gia: Bénh vién Hitu nghi Viét Duc

2. Thong tin lién hé cuia nguoi chiu trach nhiém tiép nhan bao gia: Phong Cong nghé -
thong tin — Bénh vién Hiru nghi Viét Pc; S6 40 — Trémg-Thi — Hoan Kiém — Ha Nbi. K
Théng tin can giai dap xin lién hé:

- Nguoi nhan bao gia: Tran Tuan Anh (Nhan vién phong Cong nghé thong tin)

- Dién thoai: 0243.8253531-5469 — Email: cntt@vduh.org

- Di dong: 6364.169.099
3. Bénh vién tiép nhan bao gia dong thoi theo 2 hinh thirc

- Nhén truc tiép tai dia chi: Phong Cong nghé thong tin — Tang 7 nha H —Trung

tam Kham bénh — Cép ctru va Diéu tri trong ngay, S6 40 — Trang Thi — Hoan
Kiém — Ha Nai.

- Nhén qua email: Email: vietduchospitalmuasam@gmail.com va cntt(@vduh.org

(Ghi rd 6 hiéu vin ban Bénh vién ban hanh. dinh kém ban mém chao gia cla
cong ty/don vi/nha cung cip)
4. Thoi han tiép nhdn béo gia: tir 08h ngay 14 thang 05 nam 2026 dén truée 08h ngay
24 thang 0§ nam 2026.
Céc bdo gia nhan dugc sau thot diém néu trén sé khong duge xem xét.
5. Thoi han ¢é hiu luc cua béo gia: 16i thiéu 90 ngay

II. N6i dung yéu cau bao gia:




1. Danh muc hang hoa.

2. bia diém cung cap, lap dat cac yéu cau vé van chuyén, cung cap, lap dat, bao

quan hang hoa tai phong Cong nghé thong tin — Bénh vién Hitu nghi Viét Duc.

3. Thoi gian giao hang du kién: Trong vong 07 ngay ké tir khi ¢6 yéu cau.

4. Thoi gian thanh todn tdi da 90 ngay ké tir khi bén ban cung cp diy dii ching tir

hop 1€ theo quy dinh cho bén mua hang.

5. Cac thong tin khéc

Diang ky kinh doanh;

Sé dién thoai/Email cua dai dién don vi bao gia trong truong hop Bénh
vién can lién lac;

Bang chao gia (theo mdu dinh kém tai phu luc cong van nay);

Niém yét gia (néu co),

Catalog, hop dong twong tu (néu co), céu hinh va tinh nang ky thuat ctia
vat tu va cac tai liéu khac lién quan;

Béo gia phai bao gom thué VAT;

Hang héa cung cap phai cam két ¢6 ngudn gde xuét X rd rang;

Béo gia c6 chir ky va dong dau day du; -

Rat mong nhan dugc su tham gia cia cac don vi

Tran trong!

Noi nhan:

- Nhur trén;

- Luu: VT; CNTT.
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PHU LUC

DANH MUC HANG HOA
(Dinh kém cong van2974 /VD- CNTT ngay.f4/05/2026)

STT

Danh muc

Mo ta

Pon vi
tinh

So lwong

Nhan
hiéu/ Hang
san xuat/
Xuit xir

Pon Gia

Thz:mh
tién

Thié bij twong

lira dat tai co sé

Trang Thi

Cong mang: > 12 x 1G/2.5G/5G/10G RJ45;> 10
x 1G/10G SFP/SFP+ ;>4 x 25G SFP28

Cong HA: > 3 cong chuyén dung cho dong bod
HA

Cdng quan tri: > 01 cong management RJ45; >
01 MicroUSB Console

Ho tro High Availability (HA) Active/Passive
hodc Active/Active: Co

Thong lugng appmix: > 13 Gbps

Thong lugng Threat prevention: > 7 Gbps

Phién (Sessions) dong thoi: > 1.4 triéu

S6 phién méi trén mbi gidy: > 140.000

B dinh tuyén ao (Virtual Router) > 10; Hé thong
ao (Virtual systems) > 10; Vung bao mat
(Security Zone) > 1.000; Puong day ao (Virtual
Wire) > 1.000

C6 kha nang tich hop véi cac hé thong cung cép
danh sach IP/URL doc hai bén ngoai véi s6
lwong téi thiéu > 30

Dich vu bao v¢: IPS, Malware protection, URL
filtering

Co6 kha nang giai ma SSL/TLS

C6 tinh nang chia sé ludng dit lidu da giai ma ra
ngoai qua port mirror

C6 tinh ning Network Packet Broker dé giai ma
va chia sé¢ dir ligu mot chudi cac thiét bi bio mat
khac theo mo hinh Layer 3 hodc Transparent.
Hd trg ma hod IPSE, SSL VPN

Cai
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H6 trg ma hoa lugng tir (Post-Quantum
Cryptography) voi cac thudt toan nhu ML-
KEM, ML-DSA, and SLH-DSA,

C6 Cloud sandbox hodc tuwong duong

Ho trg SD-WAN

HO tro syslog, API, SIEM

Nguén: > 02 ngudn AC du phong

Kiém soat tmg dung va ngudi dung:

C6 kha ning nhan dang va kiém soét tng dung,
nguoi dung.

C6 tinh nang gitp t&i wu cac chinh sach an ninh,
chuyén déi tir sir dung port base sang tmg dung
(Application) ngay trén thiét bi

C6 nhiéu co ché dinh danh ngudi dung nhu
Server monitoring, Port mapping. syslog, XFF
Header, Username Header Insertion,
Authentication policy, XML API, Client probing
Hb tro nhan thong tin vé nguoi ding qua Syslog
truc tiép trén thiét bi

Tinh nang ngan chin tin cong:

C6 tinh nang vulnerability protection/IPS trén
thiét bi dé xuat, dong thoi voi antivirus va anti-
spyware

Str dung cac mé hinh hoc siu noi tuyén (inline
deep learning) dé ngin chin cac luu lugng C2
lan tranh va chua duoc biét dén tir cac cong cu
Red Team phd bién nhu Cobalt Strike va
Empire.

C6 kha nang phat hién va ngin chin céc tn cong
Command Injection va SQL Injection chua biét
(unknown)

Phat hién va ngan chin cac két ndi C2C, st dung
DNS sinkholing dé xac dinh cic méy bi lay
nhiém

Co6 kha nang loc file va dir li¢u

Tinh nang phan tich dong céc file nghi ngo:
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C6 tinh nidng tinh nang phén tich dong va tao
threat signature cho cac loai file: apk, pe , pdf,
office, elf, rar, 7z, JS, VBS, eml va Shell script
C6 md hinh hoc méy ndi tuyén (inline) gon nhe
trén NGFW cung cap kha nang ngin chin theo
thoi gian thuc dbi voi cac ma doc (malware) da
biét va cac bién thé chua biét.

Co6 kha nidng giam sat tang hinh (stealthy
observation) dé tranh bi phat hién phan tich cac
loai malware c6 kha nang phat hién moi truong
sandbox

Co6 kha niang danh gia toan b hanh vi mang
(network activity) phat sinh tir mét tap tin kha
nghi, nhu hanh vi khéi tao backdoor, tai xudng
cac next-stage malware

Phat hién tan cong Fileless/Script

Co tinh nidng cdp nhét signature mdi real time
ngay sau khi Threat cloud phan tich va xac dinh
xong mau

Tinh ning kiém soat truy cap web:

Cung cp san hon 70 danh muc web va cho phép
ur bd sung thém cac danh myc theo nhu cau thuc
té

Phén tich va ngan chin URL ddc hai theo thoi
gian thuc (Real-time Web/URL Filtering), Ung
dung cong nghé hoc may dé phan tich web
traffic, nham phat hién va ngan chén tire thoi céac
tAn cong chua biét (bao gdm phishing, exploits,
fraud va C2).

Phat hién gia mao thuong hiéu bang hinh anh
(Image-based Brand Impersonation Detection),
tng dung cac md hinh hoc may (ML) dé phan
tich hinh anh trén webpage nhiam nhan dién cac
d4u hiéu gia mao thuong hiéu trong céc cudc tin
cong phishing.
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C6 tinh ning kiém soat viéc giri thong tin ding
nhdp ndi bd (corporate credentials) dua trén
URL category. Phai c6 kha néng chidn hanh vi
nhép thong tin xac thuc trén céc trang khong tin
tuong theo thoi gian thuc (real-time)
C6 kha nang p han loai URL theo nhiéu danh
muc (Multicategory Support) 1én dén 04
categories dong thai, cho phép céu hinh policy
linh hoat.
License bao mét: Bao gdm ban quyén cdp nhat
cac tinh nang bao mat ti thiéu 3 nim

Bao tri: H3 tro chinh hang tdi thiéu 3 nam

Thiét bi twong
Iira dat tai co' so
Ngoc Hoi

Cong mang: > 8 x GE copper; > 2 x SFP fiber;
> 2 x SFP+ 10 GE fiber; S6 lwvgng module mé
rong > 1

Cdng quan tri: > 1 x RJ45 MGMT; > 1 x COM
RJ45 hodc 1 x Micro-USB; > 2 x USB 3.0
Thoéng lugng IMIX > 27 Gbps

Do tré firewall: < 4 microsecond

Thong lugng IPS > 14 Gbps

Thong lugng bao vé khoi cac mdi nguy hai: >
10 Gbps

Thong s6 NGFW > 12,5 Gbps

Két ndi dong thoi tdi da > 13.700.600

S6 két ndi moi moi gidy > 257.800

Sé tunnel dong thai cho IPsec VPN > 6.500
Thong lugng kiém tra SSL/TLS > 3,13 Gbps
Két n6i dong thoi SSL/TLS > 102.400

Vi xur ly: x86 AMD CPU va Marvell NPU hodc
tuong duong

Man hinh hién thi: Multi-function LCD module
Kiéu dang: Rackmount

Hb tro quan tri thong qua giao dién web GUI,
CLI va Cloud Central

Hb trg xac thue 2 nhan té cho truy cép quan tri,
két ndi IPSec va SSL VPN.

Cai

e A




C6 hd tro trang quan tri cho ngudi ding cubi
User Portal

HO tro sao luu va Phuc hoi cdu hinh

H& tro tich hop API cia bén thir 3

Hb trg High Avaibility theo ché do
active/passive, active/active, chuyén ddi trang
thaiHA cho két ndi IPsec ddi véi RBVPN,
PBVPN va VPN truy cép tir xa ma khong mét
phién su kién

Hb tro Zero-Touch deployment

Kién trac xur ly: St dung kién tric xr ly géi tin
thong minh dé phat hién ma doc va bao vé hé
thong; Ho trg giai ma luu lugng TLS 1.3 ma
khong ha bac giao thirc; HO trg DPI Engine; HO
trg tu dong ting tde thong minh céc luu luong
dang tin cay

Tinh ning mang: Ngin chin cic tin cong DoS
va portscan; Chan luu lugng theo ving dia ly;
Chinh sach theo mang/ngudoi dung/thoi
gian/ving mang; Can bang tai nhiéu duong
Internet; HO trg giao thire dinh tuyén tinh,
multicast va dong (RIP, BGP, OSPF);Hb tr¢
giao thirc 802.3ad (LAG)

Tinh ning xac thue: HO tro xac thue thong qua
Active Directory hodc RADIUS hodc
TACACS; Hd trg Single Sign-On: Active
directory, hodac RADIUS Accounting

Tinh ning VPN: Hd tro giao thirc VPN site-to-
site; Truy cép tir xa bang giao thirc VPN; H9 trg
Route-based VPN HJ trg dong bd bao mat va
kha ning phdi hop thong tin gitra ngudi ding va
tudng lira cho két ndi tir xa; HO trg kha ning
chia tach duong him thong minh dé dinh tuyén
luu Iuong toi wu

Tinh ning SD-WAN: H3 trg nhiéu két ndi
WAN, céc tiy chon bao gdm VDSL, DSL, cip ,




LTE/Cellular, va MPLS; Ho tro chon duong va
dinh tuyén theo img dung

Tinh nang bao v¢ mang va phong chéng xam
nhap:

Hb trg tich hop hé thong chdng xam nhap IPS
v6i hang nghin mau déu hiéu c6 san

HJ trg tiy chinh mau dau hié¢u IPS

Cong nghé két hop giira Firewall va endpoint
cung hang dé phong chéng lai méi de doa nang
cao ‘

Hd tro ty dong ngin chin moi traffic tir cdc may
dau cudi bj nhiém ma doc khi cai endpoint cua
hang

Tu dong giam sat va chan cac mébi de doa APT
va cdc moi de doa khac dugc xac dinh thong
qua cac ngudn cép dit liéu Threat Feeds, cung
cap bao v€ néng cao khoi cic bot va d6i thu chu
dong cb ging lién hé dén cac diém dén doc hai
bang cach sir dung phat hién da 16p

Hb irg VPN khong can cai Agent

Tinh ndng bao vé ngudi dung truy cip web:

Hb tro quét mi doc trén giao thiae HTTP/S,
FTP va webmail

HOb tro co so dit liéu bd loc URL véi hon 90 loai
danh muc web

Hb trg chinh sach dinh mirc truy cap web theo
nguoi dung/nhém nguoi dung

Hb tro phat hién mi doc sir dung nhiéu AV
engine

Hb tro dénh gia mic dd nguy hai cia ngudi
dung

HJ tro gidi han bang thong theo tmg dung, theo
danh muc Web

Hb tro ngin chin cac Gng dung khong mong
mudn




Bdo vé nang cao trudc phan mém déc hai trén
web véi trinh mo phong JavaScript.

HO tro quéan ly chinh sach tmg dung theo User
va Network

License bao mat: Bao gdbm ban quyén cap nhat
c4c tinh ning bao mét téi thiéu 3 nam

Béo tri: HE trg chinh hang tdi thiéu 3 nam

Yéu cau khac:
Hang hoéa phai co ngudn gbc, xuit xi rd rang; duge san xudt ndm 2025 try vé sau.
Hang héa bao gbm ddy di linh phu kién dam bao cho trién khai;
Nhan sy trién khai c6 trinh do vé bao mét toi thiéu:
- 6 tHi thidu mot nhan su tong phu trach k¥ thuat, t6t nghiép dai hoc chuyén nganh Céng ngh¢ thong tin hodc Pién tir vién thong so hitu
cac ching chi sau: CISSP, CCIE Enterprise Infrastructure, CCDE (Con higu lyc)
- (6 tHi thiéu mdt nhan su phu trach trién khai, tot nghiép dai hoc chuyén nganh Cong ngh¢ thong tin hodc Dién tir vién thong s& hiru cae
chirng chi sau: CCIE Security (Con hiéu luc)
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